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Overview 
 
TheꢀGRSCRUBꢀ isꢀ anꢀexternalꢀ FPGAꢀ configurationꢀ supervisorꢀ responsibleꢀ forꢀprogrammingꢀandꢀ
scrubbingꢀ theꢀ FPGAꢀ configurationꢀ memoryꢀ toꢀ preventꢀ accumulationꢀ ofꢀ errors.ꢀ GRSCRUBꢀ isꢀ
compatibleꢀ withꢀ SRAM-basedꢀ FPGAsꢀ fromꢀ Xilinxꢀ andꢀ itꢀ canꢀ beꢀ setꢀ toꢀ scrubꢀ theꢀ entireꢀ FPGAꢀ
configurationꢀmemoryꢀorꢀjustꢀaꢀdefinedꢀmemoryꢀarea.ꢀꢀ
 
GRSCRUBꢀexternallyꢀaccessesꢀtheꢀFPGAꢀconfigurationꢀmemoryꢀthroughꢀtheꢀSelectMapꢀinterface.ꢀ
Inꢀaddition,ꢀtheꢀGRSCRUBꢀaccessesꢀthroughꢀanꢀAMBAꢀAHBꢀorꢀAXI4ꢀbusꢀaꢀGoldenꢀmemoryꢀthatꢀ
canꢀbeꢀROMꢀorꢀRAM.ꢀTheꢀoriginalꢀconfigurationꢀbitstreamꢀisꢀstoredꢀinꢀtheꢀGoldenꢀmemory,ꢀandꢀ
itꢀisꢀusedꢀbothꢀtoꢀconfigureꢀtheꢀFPGAꢀatꢀstart-upꢀandꢀtoꢀrepairꢀtheꢀFPGAꢀconfigurationꢀmemoryꢀ
inꢀ caseꢀ ofꢀ errors.ꢀ TheꢀGoldenꢀmemoryꢀ alsoꢀ storesꢀ theꢀmaskꢀ dataꢀ andꢀ theꢀ Cyclicꢀ Redundancyꢀ
Checkꢀ(CRC)ꢀcodesꢀusedꢀtoꢀcheckꢀtheꢀconfigurationꢀbitstreamꢀintegrity.ꢀ
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Figureꢀ1ꢀGRSCRUBꢀsystemꢀintegration 

Theꢀscrubbingꢀmitigationꢀtechniqueꢀfixesꢀbit-flipsꢀinꢀtheꢀFPGAꢀconfigurationꢀmemory,ꢀleavingꢀupꢀ
toꢀ theꢀ userꢀ toꢀ applyꢀ anyꢀ additionalꢀmethodꢀ toꢀmaskꢀ errorsꢀ andꢀ re-establishꢀ theꢀ stateꢀ ofꢀ theꢀ
system.ꢀ Scrubbingꢀ doesꢀ notꢀ coverꢀ soft-errorsꢀ affectingꢀ Userꢀmemoryꢀ data.ꢀ Allꢀ dynamicꢀ dataꢀ
storedꢀinꢀmemoryꢀelements,ꢀsuchꢀasꢀshift-registersꢀ(SRL),ꢀLUTꢀRAMs,ꢀandꢀBlockꢀRAMsꢀ(BRAM),ꢀ
areꢀnotꢀverifiedꢀbyꢀGRSCRUB.ꢀ

Features 
ꢀ

• FPGAꢀconfigurationꢀ
• MappingꢀFPGAꢀframeꢀaddressesꢀ
• Blindꢀscrubbingꢀ
• Readbackꢀscrubbing:ꢀFullꢀFrameꢀCheckꢀ(FFC)ꢀandꢀCRC32ꢀerrorꢀdetectionꢀ
• Detectꢀandꢀcorrectꢀsingleꢀandꢀmultipleꢀerrorsꢀ
• SelectMapꢀaccessꢀ(external)ꢀ

GRSCRUB 
ꢀFPGA Supervisor 
ꢀ
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Avai labi l i ty 
ꢀ
GRSCRUBꢀisꢀavailableꢀinꢀVHDLꢀsourceꢀcodeꢀforꢀASICꢀandꢀFPGAꢀimplementations.ꢀ

Addit ional  information 
ꢀ
PleaseꢀseeꢀtheꢀGRSCRUBꢀproductꢀpageꢀwww.gaisler.com/GRSCRUBꢀ


